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- COMMUNICATIONS DATA - ACQUISITION AND DISCLOSURE

1 Following your visit to GCHQ in July 2004 and our discussion in
London on 14" October 2004, this letier discusses the GCHQ procedures for
handling communications data and seeks to confirm your view of their fithess
for purpose.

2 Communications data is an increasingly important tool in GCHQ,
especialty in the fight against global terrorism and serious crime. About 250
staff are involved in its analysis and about 40% of End Product Reports ars
derived directly or indirectly from the analysis of communications daia.

3 The communications data is stored in GCHQ databases. Huge

volumes of data are acquired (about 40 million bits of data per day). There

are two databases at GCHQ holding communications data acquired in 'bulk’ —

known as Ideally all the material would be held

on a single datsbase, but the data is configured differently by the CSPs and

resource constraints in GCHQ have meant that it is not feasible, at this point
in time, to re-configure and hold all the data in & single database. :

4. The SRR database holds computer-lo-computer
communications data all of which originates from sources authorised by the
RIPA B(4) warrants. The KSRERSSNES database contains communications
data relating to telephony. About 80% of the data stored on the

database originates from sources authorised by the RIPA 8(4) external
warmrants and about 10% from section 94 directions.

S.  The data heid on the HEEEEESEEEEN database Is not separated by
reference to the legal instrument under which it was obtained for the following
reasons: :

« To date, GCHQ has relied on legal advice previously tendered (coupled
with the requirements of the process described at para 8 below) that
such separation, in legal terms, is unnecessary;,
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+ In the inlerests of security and commercial confiderdiality, GCHQ
prefers 1o keep all the telephony material together in one database
(rather than separate 1) to disguiss its scurcs, as the origine of some of
the material is extremely sensltive;

* The combining of all tefephony-related communications data in a single
database makes analysis of such data much quicker and more reliable;
this is particulary so with pattern analysis which relies on exploiting
large quantiies of data.

8 The origin of the material is not consistantly flagged, so an analyst

cannot tell whether a parficular bit of communioalions dog originates from a
warrant or a direction.

s Communications data Is currently retzined for B

B. The mechanics of facilitating access by GCHQ staff to communications
data obtained by GCHQ in reliance on either its RIPA saction 8(4) weaman! or
the section 84 directions issued to it are the same and were demenstrated to

you on your recent visit to Cheltenham but, for ezse of reference, are
reproduced below:

9. The databases are searchable. To access the communications data
databases the analyst Is required to log on and an audit fog is automatically
created. The log records who accessed the database, the date, time on and
ime off. {t also records the JIC requirement underpinning the request
{national security, EWB and/or serious crime), 2 EERNEE rumbser {which is
& GCHQ sysiem providing a higher level of geanularity taken from the JIC
R&P) and a specific justffication. We consider that the provision of this

information—is—sufficiertto protect—an—individ {
information may not be accessed unless it is for a proper purpose), and to

enstire that GCHQ can respond appropriately should an ndividual compiain to
the Investigatory Powers Tribunal.

Legal apalysis:

10. Communications data may be acquired under 2 number of different
legal instruments: '

= Section 8(4), or section 8(1) RIPA warrants, Section 5{6}b) of RiPA
provides that an inlerception warrant may authorise the obtaining of
refated communications data;

= Section 94 directicns under the Telecommunications Act 1884 (as
amended by the Communications Act 2003)

.
L

* Notices or authorisations given under sectians 21 fo 25 RIPA (Part 1,
Chapter 11). ;
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~ obfelned-undérany direction s inaccordances with the iaw (particulary when

(t is =zlsog the case that occasionally, e.g, immediataly post 8/11,

communications service providers voluntarily provida communications data to
GCHQ for analysis.)

11, It has always been GCHQ's position that sach of the three methods of

acquisition listed ebove Is equelly valid n law and GCHQ presently relies

upan alt three fypes of legal instrument whan acquiring communications data.

Inis being so, we welcome the views that you express in your lstier to
ated 6 July 2004.

12 We would contend (and from what you have said In your
correspondence with EEINMMNNGEE e befieve that you concur) that the
transfer of data to our databases pursuant to section 84 directions is In
accordancs with the lew provided that the Secretary for State responsible for

signing such directions is able to properly consider necessity and
propartionzlity issues.

13.  Tuming now to the legal position relating to sceessing the data
obtained under the directions. GCHQ does not presently adopt the RIPA Part
i Chﬁ Il authorisztion process 1o access data on its

databases. Hithetto, we have taken the view that s when
coupled with the access procedures described in para 8 above) has operated
in such = way so as ic make the accessing of any data held on the database
in accordance with the law. We aré aware that you have previously
expressed some reservations aboul this interpretation of the effect of 5.4,
and this brings us to the crux of this letter. Whilst we accept that it is arguable
that 5.84 is msufficiently precise so as to make the acress of any datz
obtsined pursuant to any directions Issued under that section not in
accordance with the lew, GCHQ would favour the interpretation that it
presently refies on, Le. that 5.64 operates to the effect that access fo the data

taken in conjunclion with our current access procedures).

14. There are very real practical difficulties in GCHQ being required to
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that it had cbtained in refiance on section 84 directions. This is because it is
not possible fo identify which of the small percentage of the total
communications data heid on the NN database has been acquired
under section 94 directions. This being the case, if an authorisation was
required to access any data held on FEESRRERNEN that was obiained pursuant
to 5.94 directions it would be necessary to obtain an authorisation in each and
every case thet communications data was accessed on this database — even
if the data had been obtained in rellance on a RIPA section 8(4) warrant. At
present, our staff meke about 2,000 queries of the FENEERMEEEES datahase
each week. In & proportion of these cases, the analyst will not have any
information about the Identity of the entity and may be undertaking target
profiling work looking for calling pattermns that are associated with known
terrorist behaviour rather than & particular entity,
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15. However, taking into account the fact that the Secrstary of State would
have made e judgement as {0 necessity and propartionality when lssuing the
directions = i the acquisition of the data, we believe that the
requirements that have to be fulfilled by GCHQ stzif when communications
data Is accessed by them on the B Jotcbase ars such that the
spirit of RIPA (insofer as the tests of justification, necessity and proportionality
are met) is fully adhered to. In addition, an unintended consequence of
requiring the RIPA process would be to create an inconsistency betwesn the
authorisation regime for communications data and that required for intercept
selected under a RIPA 8(4) warrant. A higher level of protection would be
provided for communications data than for such selected material. This
seems odd given that taking action on communications data is agreed to be
intrinsically less intrusive Into privacy. :

16.  Given the contents of your § July letter to JEEESEEN and the comments
you made when you last visited Cheltenham (when, If we understood you
correctly, you seemed to suggest that adherencs fo the spirit of the tegisiation
was an important factor when considering whether the necessary legal
requirements for accessing the data heid on thojRRSRENNNEN database had
been met), and those you made when we met in London on the 14", are you
content with the procasses currently adopted by GCHQ for lis staff io access
communications data held on its SN cotabese and that such
access is in accordance with the law? If you are not content with our current
interpretation of 5.94 and our practices/processes, then we would welcome
the opportunity to discuss this with you further.
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From the Interception of Communications Commissioners
The Rt. Hon. Sir Swinton Thomas
c/o Reom 1022
S0 Queen Anne’s Gate
London SW1H QAT
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Legal Adviser LAZ Your ref: LA2/0534/6/3/19
GCHQ

Huabble Road Ourref: IPE/04 1/1/1
Cheltenham

GLS1 OEX Date: 17 November 2004

COMBMUNICATIONS DATA - ACQUISITION AND DISCLOSURE

When the Secretary of State makes & direction under Section 94(2) of
the Telecommunications Act 1984 he must be satisfied that the.
requirements of necessity and propertionality are satisfiad in reiztion
to the acquisitiofs of the data. When the data is accessed then, as is
recognised, en individual’s Article 8 rights are engaged. Whilst it is
properly argushie that the Secretary of State impliedly authorises the
accessing of the data when he gives the Section 94 direction, it would
be very difficuit to argue thai he has considered -the issnes of - :

necessity and propertionality in relation to the particular mdividual
whose data is being rettieved. Thus, GCHQ must be alile to show that
the individual's rights are properly protected in thet the data is being
retrieved for & proper pu A porticnateand thatthe ... .

decizion te retrieve it has been taken at sn propriate lavel, You tell
me that these requirements are covered by the JIC requirement
underpinning the request coupled with the recard kept of the nature
of the requirement in relation to, each retricval. | note that GCHO
takes the view that these safeguards would ensure that they could
satisfy the Investigatory Powers Tribunal in the eventof a complaint,

I have, therefore, reaclkied the conclusion, not without some difficuity,
that the present system for retrieval of data pursuant to a Section 94
direction is lawfi1l As you say, adhering to the spirit of the legizlation
is any important consideration, and | am alsc impressed by the fact
that when armed with & Section 94 direction which clearly epviseges
both acquisition end retrieval, the requirement of = RIPA Section 22(3)
autherisation wonld cause real difficulties which could not have been
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envisaged by Parliament when RIPA was snacted. [ Am, therefom,
content that you should procesd as Droposed,

A
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Sir Sxinton Thomes
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vear Soor Susiadion,

Re: Commurnications Data ~ Acguisifion znd Disclosurs

Thank you for your ieffer of 17% Navember 2004. GCHQ very much
welcomes ths conclusion that you express in this leiter.

For the sake of completensss | mcught&appmpﬁataiowmmntunpmof
your tsitar, You say,

the accessing of data whan he gives Fie Section 84 direction, It would hs very
difficuit to argue that he has considersd the isspes of necessly and

— ... proporfionslity In reletion fo-the particular indidduat: where_data is being_ .
Tetrieved™.

Qfmtmwhﬂﬁmparﬁamrmdmduat“ﬂmedammayhame&‘is

- __ deniified elther. In {hw Section 84 directons themsalves or t_ihe

accompanying submission, the submission does Rself contin 8 dear
staterment 28 to ths manner i which any date obtsined inder the directions

will be handied. The relevant extract from one of the suybmissions is ex
foliows,

“Withln GCHQ data will be handled In acoordance with section 4 of the
intelfigence Services Act 1894, and with addifional safeguards designed bo
comply with the Human Rights Act 1898, These safeguards were Included In
the GCHQ Compllance Documentstion .., "

This undertaking, combined with the limited purpases for which GCHQ can
cather and use materlal end the adharance to the JIC requiremetis when
requesting the data, we befievs, allows GCHQ fo demonstate ihat sn
individuals rights ere baing properly protected. In rddition, this extract, when
caupled with the remainder of the submission, allows the Seorstary of Stats 1o
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sstisfy himself thet GCHQ will obtain and subsequerily hendie the data In a
Justified and proporfionate manner, notwithstanding that the individuals whose
data may be accessed are not idenfified efther In the directions themesives or
in the accompanving submission.

GCHQ Is not looking t re-open this issue, but 1 just thought it worthwhille to
state our visw as dlearly as pansible.

Yours sinsarely,

BT
Legat Adviser

Saprs (‘}
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